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About This Guide

Audience

This guide is intended for developers of the merchant management service client
application.

Conventions

A Note contains helpful suggestions or references to material not contained in
& the document.

Note

An Important statement contains information essential to successfully
A completing a task or learning a concept.

Important

in a security risk, irreversible loss of data, or significant cost in time or revenue

g A Warning contains information or instructions, which, if not heeded, can result
or both.

Warning
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CHAPTER

Introduction

Merchant Management Service enables a portfolio user to board or update one or multiple
merchants and configure products for those merchants. Merchant Management Service is
a REST API and supports client requests in XML object format.

Guidelines and Assumptions

1 Clients planning to use this service should be configured on the Portfolio Management
platform and should have access to the New Business Center.

Boarding Request ID is a unique identifier and is required in each service request.

A service request object should have a unique merchant ID for each merchant to be
boarded.

4 At least one board merchant or update merchant request is required in the service
request.

5 The submitted update request must contain all relevant entity level details in order to
update the entity information successfully.

6 The format of the Merchant Management Service request should conform to the
XSDs.

7 The OrganizationID, Batch Group, and Processor Name information will be provided
by CyberSource prior to using this service, as these are specific for each portfolio.

Merchant Management Service
API Authentication

Merchant Management Service REST API uses a custom HTTP scheme, based on Public
Key Infrastructure (PKI) for authentication. You can use either an HTTP Signature key or a
JWT key. After you have created a security key, you must generate a header to include in
your API request. See the Developer Center Getting Started Guide for instructions.
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Chapter 1 Introduction

Create a Shared Secret Key for HTTP
Signature Authentication

HTTP Signature authentication is provided by a Base-64 encoded transaction key,
represented in a string format. The shared secret key created in the Business Center is
valid for 3 years. The public key and the shared secret key generated in this process are
required to use the HTTP signature as an authentication mechanism.

You must use separate keys for the test and production environments.

Important

To create a shared secret key:

Log in to the Business Center.

On the left navigation pane, click the Payment Configuration icon.
Click Key Management. The Key Management page appears.
Click Generate Key. The Create Key page appears.

Select API Cert/Secret.

Click Next.

Select Shared Secret.

Click Submit.

To download the shared secret key to a .txt file, click Download Key.

Make note of the public key that is also generated. This value is required in the
A header of each REST API call.

Important

Create a P12 Certificate for JSON Web Token
Authentication

The certificate contains both the public and private key.

To create a P12 certificate:

Log in to the Business Center.

On the left navigation pane, click the Payment Configuration icon.
Click Key Management. The Key Management page appears.
Click Generate Key. The Create Key page appears.

Select API Cert/Secret.

Click Next.
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Chapter 1 Introduction

Step 7 Select Certificate.
Step 8 Click Submit.
Step 9 When prompted, download the certificate file.

To get access to the Merchant Management Service use the syntax as described below:

POST / mer chant - ngnt / v2/ mer chant - bat ch-j obs HTTP/ 1.1
Host: api.cybersource.com
Organi zation-1d: <organi zati on_i d>

Cont ent - Type: application/xm

Merchant Management Service
Flow

Merchant boarding requests are processed as follows:

The service request object is received from the portfolio via a REST API call.
The request is authenticated.
The service request is validated to ensure it conforms to the XSD.

e If the validation fails, no records are processed and the corresponding error
message is sent in the response.

e If the validation is successful, the acknowledgment is returned with the service
response URL, all merchant records are parsed, and service calls are made to
board or update the merchants asynchronously.

4 The records in the service request are processed.
e The merchant is boarded or updated based on the request type.

e If there are business logic errors while processing the records, the error
description is captured and request processing for the remaining records
continues.

5 The service response is generated which includes information about the:
e total number of requests received.
e how many merchants were successfully processed.
e how many merchant records failed to be processed.

6 The service response can be retrieved using the URL information returned in the
validation acknowledgment.
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Chapter 1 Introduction

Figure 1 Merchant Management Service Process

Merchant Management REST API

The Merchant Management Service is used by portfolios to board/update multiple
merchants through the REST API. This service acknowledges the receipt of the request
and provides the response with the ATOM URL.The client may use the ATOM URL and
perform GET operations to retrieve the service response.

See Chapter 2, "XML Request and Response Examples," on page 22 for examples of
service requests and responses.

Table 1 Merchant Management Service Request to Board/Update Merchants

Base URI https://api.cybersource.com/merchant-mgmt/v2/merchant-batch-jobs

Scope RESTHful service for managing multiple merchants that includes
boarding/updating merchants.

HTTP method POST

Request Formats Application / XML

Response Formats Application / XML

Examples Board/update request:

"Merchant Boarding Request XML Example," page 23

Board/update request response:

"Successful Service Response Example," page 26

Response authentication failure:

"Authentication Failure Response Example," page 27

Table 2 Merchant Management Service Request to Get Service Response

Base URI https://api.cybersource.com/merchant-mgmt/v2/merchant-batch-jobs/
{uuid}

Scope RESTful Service to get the service response for a given Request ID

HTTP method GET

Request Formats Application/XML

Response Formats Application/XML

Example Service response:

"Service Response Example," page 28
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Table 3 Merchant Management Service Request to Get Merchant Response

Base URI https://api.cybersource.com/merchant-mgmt/v2/merchant-batch-jobs/
merchant-response/{uuid}

Scope RESTful Service to get the merchant board/update response

HTTP method GET

Request Formats Application/XML

Response Formats Application/XML

Example Board/update response:

"Merchant Board/Update Response Example," page 29

HTTP Responses

The Merchant Management Service uses standard HTTP status codes to indicate the
status of processing of the given service request.

Table 4 Service Request Responses

HTTP Status  Code User Message
Code
200 OK Status of records that processed successfully. Records

that failed processing because of data validation errors will
be provided in the XML response.

202 Accepted Service request is validated and stored in the database.

202 Status code - signifies asynchronous processing of
the RESTful Service.

400 Unauthorized Authentication failure.
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CHAPTER

Merchant Management
Service Specifications

This chapter contains the schemas and XML examples for the merchant boarding and
updating responses and requests.

Schema Diagrams

The merchant boarding and update merchant XSD files are required to validate the
request XML. These files define all attributes required for boarding and updating
merchants. Validation rules and field lengths have been defined in Chapter 3, Merchant
Management Service Field Specifications.

Merchant Boarding Schema

This schema definition contains the root element for the request and response. Common
attributes like merchant information, contact information, product information, and profile

information for boarding or updating merchants are stored in this file. The processor details
information is provided in the Processor Information XSD, which contains all the processor
attributes.
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Figure 2 Board Merchant Schema (Part 1)
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Figure 3 Board Merchant Schema (Part 2)
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Figure 4 Update Merchant Schema (Part 1)
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Figure 5 Update Merchant Schema (Part 2)
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Processor Information Schema

This schema contains all the processor attributes that need to be populated for the
merchant boarding or merchant update request to be successful. This definition is an
extension of the processor information section in the Merchant Boarding XSD.

Merchant Management Service Developer Guide | October 2019 16



Chapter 2 Merchant Management Service Specifications

Figure 6 Processor Information Schema
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Request XML Schema

The Mass Boarding, Enterprise, Merchant Boarding, and Processor Information XSDs are

part of the Request XML Schema.
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Mass Boarding XSD

The complete mass boarding XSD can be downloaded at:

ns

http://apps.cybersource.com/library/documentation/dev_guides/Universal_Management_

Portal/MassBoard.xsd.

<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
<xsd: scherma xm ns="http://wwmv. cyber source. conl vl/ schema/ massboard”
xm ns: xsd="htt p: // ww. w3. or g/ 2001/ XM_Schena"
xm ns:ent="http://ww. cybersource. coni vl/ schena/ enterprise"
tar get Nanespace="htt p: // www. cyber sour ce. coni vl/ schena/
massboar d"
el ement For nDef aul t =" qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed">
<xsd:inport nanespace="http://ww. cybersource. conl vl/ schema/
enterprise" schemaLocati on="Enterprise.xsd"/>
<xsd: annot at i on>
<xsd: document ati on>
<! [ CDATA[ Cyber Sour ce Merchants XM. Schema, Version 1.0
This defines a schena for managi ng the nmerchants through XM
i nstance. Each 'merchant' elenent in this docunment defines a merchant
with the appropriate elenments and what do with the gi ven nerchant
infornation. 'boardMerchant' el ement needs to be used to create nerchant
and 'updat eMerchant' for updating the merchant.]]>
</ xsd: docunent ati on>
</ xsd: annot ati on>
<xsd: el enrent nanme="Servi ceRequest" >
<xsd: annot ati on>
<xsd: docunent ati on>
<! [ CDATA] The top level (typically root) elenent. Alows the
definition of mutiple nmerchants and default values for all nested
nmerchant definitions.]]>
</ xsd: docunent ati on>
</ xsd: annot ati on>
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement nane="organi zationld" type="xsd:ID'/>
<xsd: el emrent nanme="boar di ngRequest | d" type="xsd:1D"'/>
<xsd: el ement nane="boar dMer chant "
type="ent: enterpriseMerchant Type" nmaxCccurs="unbounded"/>
<xsd: el emrent name="updat eMer chant "
type="ent: enterpriseMerchant Type" m nCccurs="0" maxCccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el enent >
</ xsd: schena>

Enterprise XSD

The complete enterprise XSD can be downloaded at:
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http://apps.cybersource.com/library/documentation/dev_guides/Universal_Management_
Portal/Enterprise.xsd.

<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
<xsd: scherma xm ns="http://ww. cybersource. conl vl/ scherma/enterprise"
xm ns: xsd="htt p://ww. w3. or g/ 2001/ XM_Schera"
xm ns: merchant ="http://ww. cyber source. com vl/ schena/ nerchant "
tar get Nanespace="htt p: // ww. cyber sour ce. conf vl/ schema/
enterprise"
el ement For nDef aul t =" qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed">
<xsd:inport namespace="http://ww. cybersource. con vl/ schena/
mer chant" schenmalLocati on="Mer chant CormonSer vi ceType. xsd"/ >
<xsd: el ement nanme="Enterpri seMerchant" type="nerchant: nerchant Type"/
>

<xsd: conpl exType nane="ent er pri seMer chant Type" >

<xsd: conpl exCont ent >
<xsd: ext ensi on base="nerchant: merchant Type"/ >
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
</ xsd: schema>

Merchant Boarding XSD

The complete merchant boarding XSD can be downloaded at:
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http://apps.cybersource.com/library/documentation/dev_guides/Universal_Management_
Portal/MerchantCommonServiceType.xsd.

<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
<xsd: scherma xm ns="http://wwm. cyber source. coni vl/ schema/ merchant"
xm ns: xsd="htt p://ww. w3. or g/ 2001/ XM_Schera"
tar get Nanespace="htt p: // ww. cyber sour ce. conf v1/ schema/
mer chant” el ement For nDef aul t =" qual i fi ed”
attri but eFor nDef aul t ="unqual i fi ed">
<xsd: conpl exType nane="nmer chant Type" abstract="true">
<xsd: annot ati on>
<xsd: docunent at i on>
Updat e Merchant Request information - only the information
that will need to be updated coul d be passed in the request
</ xsd: docunent at i on>
</ xsd: annot ati on>
<xsd: sequence>
<xsd: el ement name="nmerchantldentifier"
type="nerchant | dentifierType"/>
<xsd: el ement name="mer chant St at usl nf or mati on"
type="nerchant St at usl nf oType" m nCccurs="0">
<xsd: annot ati on>
<xsd: docunent ati on>Updati ng the status of the merchant</
xsd: docunent ati on>
</ xsd: annot ati on>
</ xsd: el ement >
<xsd: el ement name="rmer chant St at us"
t ype="ext Mer chant St at usType" mi nCccurs="0">
<xsd: annot at i on>
<xsd: docunent at i on>Opt i onal </ xsd: docunent ati on>
</ xsd: annot ati on>
</ xsd: el ement >
<xsd: el ement name="nmer chant | nf or mati on"
type="nerchant | nf oType" m nCccurs="0">
<xsd: annot at i on>
<xsd: docunent ati on>Requi red for merchant boardi ng but
optional for updates</xsd: docunmentati on>
</ xsd: annot ati on>
</ xsd: el ement >
<xsd: el enrent nanme="busi nessContact" type="contact Type"
m nCQccur s="0">
<xsd: annot ati on>
<xsd: docunent ati on>Requi red for nerchant boardi ng but
opti onal for updates</xsd: docurmentati on>
</ xsd: annot ati on>
</ xsd: el ement >
<xsd: el emrent nane="t echni cal Contact" type="contact Type"
m nCccur s="0">
<xsd: annot ati on>
<xsd: docunent at i on>
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For nmerchant boarding i f Technical Contact Details are
not sent in the request, business contact will be used. Optional for
updat es

</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: el ement >
<xsd: el ement nane="energencyContact" type="contact Type"
m nCQccur s="0">
<xsd: annot ati on>
<xsd: docunent ati on>
For merchant boarding i f Energency Contact is not sent
in the request, business contact will be used. Optional for updates
</ xsd: docunent ati on>
</ xsd: annot ati on>
</ xsd: el emrent >
<xsd: el ement nane="ski pProcessor" type="xsd: bool ean"
m nCccur s="0" default="fal se">
<xsd: annot ati on>
<xsd: docunent ati on>
Requi red for skipping processor validations
</ xsd: docunent ati on>
</ xsd: annot ati on>
</ xsd: el ement >
<xsd: el ement name="processor | nformation”
type="abstract Processor | nfoType" m nCccurs="0">
<xsd: annot ati on>
<xsd: docunent at i on>
Required for merchant boardi ng but optional for
updat es
</ xsd: docunent ati on>
</ xsd: annot ati on>
</ xsd: el ement >
<xsd: el ement nane="products" type="product Type" m nCccurs="0">
<xsd: annot at i on>
<xsd: document at i on>Opt i onal </ xsd: docunent ati on>
</ xsd: annot ati on>
</ xsd: el ement >
<xsd: el ement nanme="nmer chant Type" m nCccurs="0"
type="xsd: anyType" >
<xsd: annot ati on>
<xsd: docunent ati on>The identifier for merchant type.</
xsd: docurent at i on>
</ xsd: annot ati on>
</ xsd: el emrent >
</ xsd: sequence>
</ xsd: conpl exType/ >
</ xsd: schema>
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Processor Information XSD

If ski pProcessor is' true' inthe Merchant Boarding XSD, then Processor Information
XSD is not required. The following processors are currently supported:

CyberSource through VISANET
GPN

Paymentech

Enterprise FDIGIlobal

FDC South

Vital

FDC Nashville

StreamLine2

AmexBrighton

Barclays2

Please contact Customer Support to obtain the XSD for your processor.

XML Request and Response
Examples

The field lengths, validation rules, and field types for the examples below are listed in
Chapter 3, Merchant Management Service Field Specifications.
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Merchant Boarding Request XML Example

<?xm version="1.0" encodi ng="utf-8"?>

<Servi ceRequest xm ns="http://ww. cybersource. conl vl/ schema/ massboar d"
xm ns: ctv="http://ww. cybersource. con vl/ schema/

cyber sour cet hr oughvi sanet”
xm ns: mer="http://ww. cybersource. com v1/ schema/

mer chant "
xm ns:ent="http://ww. cybersource. com vl/ schema/
enterprise"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance”
xsi : schenaLocati on="
http://ww. cyber sour ce. conf vl/ schenma/ massboar d
MassBoar d. xsd
http://ww. cyber sour ce. conf vl/ schena/ ner chant
Mer chant CormonSer vi ceType. xsd
http://ww. cybersource. com vl/ schema/
cyber sour cet hr oughvi sanet Cyber Sour cet hr oughVi saNet . xsd <! - Pl ease apply
the namespace based on the processor selected
http: // wwv. cyber sour ce. coni vl/ schenma/ enterprise
Ent er pri se. xsd
">
<or gani zati onl d><! -- Organi zat i onl d- - ></ or gani zat i onl d>
<boar di ngRequest | d>ba6df 680- b2d8- - 37b3f 7c67698</ boar di ngRequest | d>
<boar dMer chant xsi:type="ent:enterpriseMerchant Type">
<mer : mer chant | dentifier>
<mer : ner chant | d>nmer chant _112021</ mer : ner chant | d>
</ mer : mer chant | denti fier>
<mer : mer chant | nf or mat i on>
<mer : nane>Buy conx/ mer : nane>
<mer : addr ess>
<mer : addr essLi ne1>111 Tester St</ner:addressLinel>
<mer : addr essLi ne2>Address Two 1</ ner: addr essLi ne2>
<mer:city>Seattle</ner:city>
<mer: st at e>MA</ ner : st at e>
<mer : post al O Zi pCode>94587</ ner : post al Or Zi pCode>
<mer : count r y>USA</ ner : count r y>
</ mer : addr ess>
<mer : emai | Addr ess>support nms@i sa. conx/ mer : enai | Addr ess>
<nmer : phone>5107897418</ ner : phone>
<nmer:tinmezZone>Paci fi c/ Pago_Pago</ ner:ti neZone>
<mer: websi teUrl >http://ww. cyber source. conk/ ner: websi teUr| >
</ mer: mer chant | nf or nat i on>
<mer : busi nessCont act type="Busi ness">
<mer: firstNanme>Christian</ner:firstNane>
<mer : | ast Name>Doe</ rer : | ast Nane>
<mer: emai | Addr ess> support ms@i sa. conx/ ner: enai | Addr ess>
<mer : phone>4153697852</ ner : phone>
</ mer: busi nessCont act >
<ner: techni cal Contact type="Technical ">
<mer: firstName>Christian</mer:firstName>
<mer : | ast Name>Doe</ rer : | ast Nane>
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<mer : emai | Addr ess> support ms@i sa. conk/ ner: emai | Addr ess>
<mer : phone>4153697852</ ner : phone>
</ mer : t echni cal Cont act >
<nmer : ener gencyCont act type="Enmergency">
<mer: firstName>John</ner:firstName>
<mer : | ast Name>Doe</ rer : | ast Nane>
<mer : emai | Addr ess> support ms@i sa. conk/ ner: emai | Addr ess>
<mer : phone>2697894561</ ner : phone>
</ mer : emer gencyCont act >
<I--<ner: ski pProcessor >true</ mer: ski pProcessor> | F NO PROCESSCR | S
CONFI GURED
<I-Pl ease refer to Addendum for appropriate Processor’
<ner: product s>
<mer: product profileName="<!--Profile nane-->" type="Virtual _
Termnal" />
</ nmer: product s>
<ner : ner chant Type>EXTERNAL</ ner : ner chant Type>
</ boar dMer chant >
</ Servi ceRequest >
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Merchant Boarding Skip Processor Request

Example

<?xm version="1.0" encodi ng="utf-8"?>

<Servi ceRequest xnml ns="http://ww. cybersource.
xm ns: ctv="http://ww. cybersource.

cyber sour cet hr oughvi sanet"

xm ns: mer="http://ww. cybersource.
xm ns:ent="http://ww. cybersource.

conf vl/ schena/ massboar d"
conf vl/ schena/

com vl/ schena/ mer chant "
com vl/ schema/ enterprise”

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"

xsi : schemalLocat i on="

http://ww. cybersource. com vl/ schema/ nassboard

MassBoar d. xsd

http://ww. cyber source. conl vl/ schena/ mer chant

Mer chant CormonSer vi ceType. xsd

http://ww. cybersource. com vl/ schema/
cyber sour cet hr oughvi sanet Cyber Sour cet hr oughVi saNet . xsd
http://ww. cybersource. com vl/schema/ enterprise

Ent er pri se. xsd
">

<or gani zati onl d><! - - Organi zat i onl d- - ></ or gani zat i onl d>
<boar di ngRequest | d>ba6df 680- b2d8- - 37b3f 7c67698</ boar di ngRequest | d>
<boar dMer chant xsi:type="ent: enterpriseMerchant Type">

<ner: merchantldentifier>

<mer : mer chant | d>ner chant _112021</ ner:

</ mer:nerchantldentifier>

<mer : mer chant | nf or mati on>
<mer : nane>Buy conx/ mer : nane>
<mer : addr ess>

nmer chant | d>

<mer : addressLi nel>111 Tester St</ner:addressLi nel>
<mer : addr essLi ne2>Addr ess Two 1</ ner: addr essLi ne2>

<mer:city>Seattle</ner:city>
<nmer: st at e>MA</ ner : st at e>

<mer : post al O Zi pCode>94587</ ner : post al Or Zi pCode>

<mer : count r y>USA</ ner : count r y>
</ mer : addr ess>

<mer : emai | Addr ess>support nms @i sa. conx/ mer : enai | Addr ess>

<nmer: phone>5107897418</ ner : phone>

<mer: ti meZone>Paci fi c/ Pago_Pago</ ner:

ti meZone>

<mer: websi teUrl >http://ww. cyber source. conk/ ner: websi teUr| >

</ mer : mer chant | nf or mat i on>
<mer : busi nessCont act type="Busi ness">

<mer: firstNanme>Christian</ner:firstNanme>

<mer : | ast Nane>Doe</ ner : | ast Name>

<mer : enai | Addr ess> support ms@i sa. conx/ mer: enai | Addr ess>

<nmer: phone>4153697852</ ner : phone>
</ mer : busi nessCont act >
<mer : t echni cal Contact type="Technical ">

<mer: firstNanme>Christian</ner:firstNanme>

<mer : | ast Nane>Doe</ ner : | ast Name>
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<mer : emai | Addr ess> support ms@i sa. conk/ ner: emai | Addr ess>
<mer : phone>4153697852</ ner : phone>
</ mer : t echni cal Cont act >
<nmer : ener gencyCont act type="Enmergency">
<mer: firstName>John</ner:firstName>
<mer : | ast Name>Doe</ rer : | ast Nane>
<mer : emai | Addr ess> support ms@i sa. conk/ ner: emai | Addr ess>
<mer : phone>2697894561</ ner : phone>
</ mer : emer gencyCont act >
<mer : ski pProcessor >t rue</ mer : ski pProcessor >
<mer: product s>
<mer: product profileName="<!--Profile nanme-->" type="Virtual _
Terminal" />
</ mer: product s>
<mer : mer chant Type>EXTERNAL</ ner : mer chant Type>
</ boar dMer chant >
</ Servi ceRequest >

Successful Service Response Example

When the request is accepted by the server and there are no authentication or XML
validation errors, the service response is returned.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes"?>
<ns2: Servi ceResponseType xml ns:ns2="http://ww. cybersource. com v1/
schenma/ mer chant "
xm ns="http://ww. w3. or g/ 2005/ At oM xm ns: ns4="http://
www. cyber sour ce. com vl/ schena/ anet "
xm ns: ns3="http://ww. cyber source. conf vl/ schena/
cyber sour cet hr oughvi sanet"
xm ns: ns5="http://ww. cybersource. conlvl/ schema/ massboard"
xm ns: ns6="http://ww. cybersource. confvl/ scherma/ enterprise"
xm ns: ns7="http://ww. cybersource. conlvl/ schema/ snal | busi ness" >
<link
href ="https://api.cybersource. conl mer chant - mgnt/ v2/ mer chant -
bat ch-j obs/ <r esponse_code>"
rel ="self" title="Processing of uploadeded file is in progress." /
>
<ns2: responsesSt at us>l n_Progr ess</ ns2: r esponsest at us>
</ ns2: Servi ceResponseType>
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When the request is accepted by the server, and if the processing is not complete for all
records in the request, the sample response as shown below is returned.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ns2: Servi ceResponseType

xm ns: ns2="http://ww. cyber source. conf vl/ schenma/ mer chant "

xm ns="http://ww. W3. or g/ 2005/ At o'

xm ns: ns4="http://ww. cybersource. comf vl/ schena/ anet"

xm ns: ns3="http://ww. cyber source. con v1/ schema/
cyber sour cet hr oughvi sanet”

xm ns: ns5="http://ww. cybersource. com vl/ schena/ massboard"

xm ns: ns6="http://ww. cybersource. com vl/ schena/ enterprise”

xm ns: ns7="http://ww. cybersource. com vl/ schena/ snal | busi ness" >

<link href=" https://api.cybersource.com nmerchant-ngnt/v2/ nerchant -
bat ch-j obs/ fa9467ee- 02e7- 4f 45- af da- 9b334ba91c52" rel ="sel f"
title="Servi ce Response"/>

<ns2:responseSt at us>l n_Progress</ ns2: responseSt at us>

<ns2: nessage>

<ns2: code>S7002</ ns2: code>
<ns2: descri pti on>Request is being processed, please check back

| at er </ ns2: descri pti on>

</ ns2: nessage>
</ ns2: Servi ceResponseType>

Authentication Failure Response Example

When authentication fails, the example response as shown below is returned.

<?xm version="1.0" encodi ng="UTF-8" standal one="yes"?>
<ns2: Servi ceResponseType
xm ns: ns2="http://ww. cyber sour ce. conl vl/ schema/ mer chant"
xm ns="ht t p://ww. w3. or g/ 2005/ At onf
xm ns: ns4="http://ww. cyber source. conl vl/ schema/ anet"
xm ns: ns3="http://ww. cyber source. conl vl/ schema/
cyber sour cet hr oughvi sanet "
xm ns: ns5="http://ww. cyber sour ce. conl vl/ schema/ massboar d"
xm ns: ns6="http://ww. cyber source. conl vl/ schema/ enterpri se"
xm ns: ns7="http://ww. cyber source. conl vl/ schema/ snal | busi ness" >
<ns2: responsesSt at us>401</ ns2: r esponsest at us>
<ns2: message>
<ns2: code>401</ ns2: code>
<ns2:descri ption>Aut henti cation Fail ed</ns2:description>
</ ns2: nessage>
</ ns2: Servi ceResponseType>
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Service Response Example

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ns2: Servi ceResponseType
xm ns: ns2="http://ww. cyber source. conf vl/ schenma/ mer chant "
xm ns="http://ww. W3. or g/ 2005/ At ont'
xm ns: ns4="http://ww. cybersource. conlvl/ schema/ anet"
xm ns: ns3="http://ww. cybersource. conlvl/ schema/
cyber sour cet hr oughvi sanet”
xm ns: ns5="http://ww. cyber source. comf vl/ schena/ massboar d"
xm ns: ns6="http://ww. cybersource. comf vl/ schena/ ent erprise"
xm ns: ns7="http://ww. cybersource. comf vl/ schena/ snal | busi ness" >
<link href="https://api.cybersource.com nerchant - mgnt/v2/ ner chant -
bat ch-j obs/ 8047bc13- 56c¢c2- 4dc5- 8115- 62032501ed22" rel ="sel f"
title="Servi ce Response"/>
<ns2:responseSt at us>Partial _Success</ns2: responseSt at us>
<ns2:t ot al Merchant sProcessed>2</ ns2: t ot al Mer chant sProcessed>
<ns2:tot al Merchant sProcessedSuccess>1</
ns2:t ot al Mer chant sProcessedSuccess>
<ns2:tot al Merchant sFai | ed>1</ ns2: t ot al Mer chant sFai | ed>
<ns2: nmer chant Response>
<link href=" https://api.cybersource.conl nerchant-ngnt/v2/
nmer chant - bat ch-j obs/ mer chant - r esponse/ 61c3cf 46- bac9- 404d- af le-
3ef 4e5d9e77e/" rel ="sel f" title="Merchant Response"></|ink>
<ns2: mer chant | d><! - mer chant _i d- - ></ ns2: mer chant | d>
<ns2: oper ati on>Boar d</ ns2: oper ati on>
<ns2: st at us>Success</ ns2: st at us>
<ns2: nessages/ >
</ ns2: mer chant Response>
<ns2: ner chant Response>
<link href=" https://api.cybersource.conl merchant-nmgnt/v2/
nmer chant - bat ch-j obs/ mer chant - r esponse/ 7f 760a9c- 3a72- 456f - aa87-
4a3c11190fa9/" rel ="sel f" title="Merchant Response"></I|ink>
<ns2: mer chant | d><! - ner chant _i d- - ></ ns2: mer chant | d>
<ns2: oper at i on>Boar d</ ns2: oper at i on>
<ns2: status>Val i dati onFai | ed</ ns2: st at us>
<ns2: nessages>
<ns2: nessage>
<ns2: code>E3012</ ns2: code>
<ns2:description>lnvalid paynent type.</ns2:description>
</ ns2: nessage>
</ ns2: nessages>
</ ns2: mer chant Response>
</ ns2: Servi ceResponseType>
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Merchant Board/Update Response Example

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ns2: Servi ceResponseType
xm ns: ns2="http://ww. cyber source. conf vl/ schenma/ mer chant "
xm ns="http://ww. W3. or g/ 2005/ At ont'
xm ns: ns4="http://ww. cybersource. conl vl/ schema/
cyber sour cet hr oughvi sanet "
xm ns: ns3="http://ww. cybersource. conf vl/ schena/ anet"
xm ns: ns5="http://ww. cyber source. comf vl/ schena/ massboar d"
xm ns: ns6="http://ww. cybersource. comf vl/ schena/ snal | busi ness"
xm ns:ns7="http://ww. cybersource. comf vl/ schena/ ent erpri se">
<link href="https://api.cybersource.com nerchant - mgnt/v2/ ner chant -
batch-jobs/" rel ="self" title="Service Response"/>
<ns2:responseSt at us>Successf ul </ ns2: responseSt at us>
<ns2:t ot al Merchant sProcessed>1</ ns2:t ot al Mer chant sProcessed>
<ns2:tot al Merchant sProcessedSuccess>1</
ns2:t ot al Mer chant sProcessedSuccess>
<ns2: t ot al Mer chant sFai | ed>0</ ns2: t ot al Mer chant sFai | ed>
<ns2: ner chant Response>
<link href="https://api.cybersource.coni nerchant-nmgnt/v2/
mer chant - bat ch-j obs/ mer chant - r esponse/ ¢5853ef 4- 7c1c- 4e80- aa27-
d42281dd594b/" rel ="sel f" title="Merchant Response"></li nk>
<ns2: mer chant | d><! - mer chant _i d- - ></ ns2: mer chant | d>
<ns2: oper ati on>Boar d</ ns2: oper ati on>
<ns2: st at us>Success</ ns2: st at us>
<ns2: nessages/ >
</ ns2: mer chant Response>
</ ns2: Servi ceResponseType>
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Merchant Management
Service Field Specifications

N = Numeric
AN = Alphanumeric

OBJECT = XML object containing multiple fields

Table 5 Service Request Object
Field Name Field Description Field Length/  Required/
Data Type Optional
organizationld Organizationld / AN Required
Resellerld as assigned
by CyberSource for the
portfolio
boardingRequestld Unique request Id 8-36AN Required -- unique
identifier for the
service request.
boardMerchant See definition below Enterprise Required -- at least
(List) MerchantType one board merchant
OBJECT or update merchant
(extends request is required.
MerchantType
OBJECT)
updateMerchant See definition below Enterprise Optional -- at least
(List) MerchantType one board merchant
OBJECT or update merchant
(extends is required.
MerchantType
OBJECT)
Table 6 MerchantType Object
Field Name Field Description Field Length/ Required/
Data Type Optional
merchantldentifier Merchant Identifier Merchant Required
IdentifierType
OBJECT
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Table 6 MerchantType Object (Continued)
Field Name Field Description Field Length/ Required/

Data Type Optional
merchantStatus MerchantStatus  Not Required for
Information InfoType Board Merchant

OBJECT Request.

Required for Update
Merchant Request if
the update is to
change status to
Live.
merchantStatus Merchant Status String Not Required for
information: Board Merchant
= INACTIVE Request.
« LIVE Optional for Update
Merchant request.
s TEST
merchantinformation Merchant Information merchantinfo Required for Board
Type OBJECT Merchant request.
businessContact Merchant Business contactType Required- All
Contact OBJECT merchant
notification emails
are sent to the
merchant business
contact email
address.
Optional for Update
Merchant request.
technicalContact Merchant Technical contactType Optional - Business
Contact OBJECT Contact will be
used, if not
provided.
emergencyContact Merchant Emergency contactType Optional - Business
Contact OBJECT Contact will be
used, if not
provided.
skipProcessor Must be 'true' if true/false Required if
processorinformation processor
is not provided. Information is not
provided.
processorinformation Processor Information abstract Required if
required for boarding Processorinfo skipProcessor is
Merchant Type OBJECT 'false’ or if

skipProcessor is
not present
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Table 6 MerchantType Object (Continued)

Field Name Field Description Field Length/ Required/
Data Type Optional
List <products> Product Profile - Virtual ~ productType Optional - Currently
Terminal Object we support Product
Profile for Virtual
Terminal and
Secure Acceptance.
merchantType INTERNAL OBJECT Not required for
portfolios.
Table 7 MerchantldentifierType Object
Field Name Field Description Field Length/ Required/

Data Type Optional
merchantld Merchant Identifier 6-30AN Required
organizationld Organization ID. This Optional. This

field is assigned to the information is sent
Portfolio by in the Service
CyberSource. request.
Table 8 MerchantStatusinfoType Object
Field Name Field Description Field Length/ Required/
Data Type Optional
merchantStatus Status of the String Optional - This
merchant to be Object will be
updated: required if the
= INACTIVE request is to update
the merchant status.
= LIVE Merchant Status to
s TEST be updated - TEST
to LIVE; or LIVE to
INACTIVE; or
INACTIVE to LIVE.
passphrase Merchant 7-32AN Optional - This
passphrase. information will be

required if the
request is to update
merchant status to
LIVE.
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Table 9 MerchantinfoType Object
Field Name Field Description Field Length/ Required/
Data Type Optional
name Merchant Name 25AN Required. In addition
to alphanumeric
characters, the
following special
characters are
allowed: space _+.
&L, ()1 ;07
@Q#
address Merchant Address addressType Required
Information OBJECT
emailAddress Merchant Email 30AN Optional
Address
phone Merchant Phone 14AN Required -Phone is
allowed for 13 digits,
can also accept plus
(+) for international
along with 13 digits.
Time Zone Merchant Time Zone Enumeration Optional
websiteUrl Merchant Web Site 100AN Optional
URL
ssn The owner's social 9-11N Not required for
security number. portfolios. Hyphen (-
) allowed.
taxld Merchant Tax ID 9-11N Not required for
Number portfolios. Hyphen (-
) allowed.
standardindustry Standard Industry 3-4N Not required for
Code Code (SIC) associated portfolios.
with the merchant'’s
business.
productsSold The type of products 1-256AN Not required for
the merchant's portfolios.
business sells.
businessType Merchant business String Not required for

type:
s SOLE_

PROPRIETORSHIP

= PARTNERSHIP
= CORPORATION
= NON_PROFIT
s TRUST

portfolios.
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Table 9 MerchantinfoType Object (Continued)
Field Name Field Description Field Length/ Required/
Data Type Optional
marketType The primary market String Not required for
the business sells portfolios.
through:
s ECOMMERCE
= MOTO
= RETAIL
ageOfBusiness Age Of business ageType OBJECT Not required for
portfolios.
businessOwnership  Ownership of business  businessOwnership Not required for
OBJECT portfolios.
Table 10 ContactType Object
Field Name Field Description Field Length/ Required/
Data Type Optional
firstName Contact First Name 50AN Optional (Business
Contact is used)
lastName Contact Last Name 50AN Optional (Business
Contact is used)
emailAddress Contact Email 50AN Optional (Business
Contact is used)
Phone Contact Phone 14AN Optional (Business
Contact is used).
Phone is allowed for
13 digits, can also
accept plus (+) for
international along
with 13 digits.
Table 11  abstractProcessorinfoType Object
Field Name Field Description Field Length/ Required/
Data Type Optional
processorName Name of the AN Required

Processor that is
being used by the
Portfolio /
Organization. This is
provided by
CyberSource.
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Table 12 processorinfoType Object
Field Name Field Description Field Length/ Required/
Data Type Optional
processorAttributes Processor Attributes processorAttribut  Required
eType Object
paymentAcceptance Payment Acceptance - paymentAccepta Required
MIDS and TIDS nce
Type Object
Table 13  processorAttributeType Object
Field Name Field Description Field Length/ Required/
Data Type Optional
acquirerCountryCode Code that identifies the 3N Required
country of the acquiring
institution for the
merchant. This field is
used in all messages
related to a customer
transaction. The value
used in the original
transaction must be
used in any subsequent
messages, including
responses.
acquirerFileDestination BIN (Bank Identification 6N Required
Bin Number) to which the
capture file is sent.
acquirerlca MasterCard assigned 6N Optional
BIN for the acquirer.
acquiringlnstitutionld BIN of the merchant's 11N (Visa Required
acquiring financial assigned BIN
institution. values are 6N in
length. The

maximum length
supported by the

spec is 11)
acquiringDiscover Acquiring Discover 11N (Visa Optional - Required
Institutionld Institution ID assigned BIN for a few processors
values are 6N in when Discover Card
length. The is selected.
maximum length
supported by the
spec is 11)
categoryCode Four-digit code that 4N Required

indicates merchant's
type of product or
service.
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processorAttributeType Object (Continued)

Field Name

Field Description

Field Length/
Data Type

Required/
Optional

standardindustryCode

Four-digit code that
indicates merchant's
type of product or
service.

4N

Optional

directConnectProgram

Direct Connect
Program

AN

Optional (default-
>02_DC)

batchGroup

Defines the transaction
cutoff time and batch
file delivery time for
processing batch
payment files for
payment gateways.

AN

Optional- The batch
group value will be
provided by
CyberSource.

airlineDataEnabled

When enabled, allows
merchant to accept
airline data in
transactions.

Enabled/
Disabled/Ignored

Optional

quasiCashEnabled

When enabled, allows
merchant to process
quasi-cash
transactions.

true/false

Optional

partialAuthEnabled

When enabled, allows
merchant to send partial
authorization
transactions.

true/false

Optional

interchangeOptimizatio
n
Enabled

When enabled, ensures
the best rate possible
for the merchant's
transactions.

true/false

Optional

verificationValue

Ten-digit number that
identifies merchant
participating in Select
Merchant Fee (SMF)
programs. This number
is unique to each
merchant.

10N

Optional

splitShipmentEnabled

When enabled, allows
merchant to split an
order into multiple
shipments with multiple
captures.

true/false

Optional

transactionRefNumber
Enabled

Transaction Reference
Number required for
transactions

true/false

Optional
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Table 13  processorAttributeType Object (Continued)
Field Name Field Description Field Length/ Required/
Data Type Optional
masterCardAssignedID  MasterCard Assigned 6N Required if
ID MasterCard is one
of the payment
methods.
Table 14 paymentAcceptanceType Object
Field Name Field Description Field Length/ Required/
Data Type Optional
processorMerchantld Processor MID processor Required
Information MerchantldType
Object
processorTerminalld Payment Acceptance - processor Required
MIDS and TIDS TerminalldType
Object
Table 15 processorMerchantldType Object
Field Name Field Description Field Length/ Required/
Data Type Optional
paymentType Payment card types N Required
supported by
CyberSource Through
VisaNet Processors -
VISA, MasterCard, JCB,
Discover, American
Express, Diners Club.
currencyCode Currency code N Required
combination with
paymentType
processorValue Processor Merchant IDs 15 AN Required
Table 16  processorTerminalldType Object
Field Name Field Description Field Length/ Required/
Data Type Optional
paymentType Payment card types N Required
supported by
CyberSource Through

VisaNet Processors -
VISA, MasterCard, JCB,
Discover, American
Express, and Diners Club.

Merchant Management Service Developer Guide | October 2019 37



Chapter 3 Merchant Management Service Field Specifications

Table 16  processorTerminalldType Object (Continued)
Field Name Field Description Field Length/ Required/
Data Type Optional
currencyCode Currency code N Required
combination with
paymentType
processorValue Processor Terminal IDs 8 AN Required
Table 17  productType Object
Field Name Field Description Field Length/ Required/
Data Type Optional
type Product Type N Required -
Currently, itis
Virtual_Terminal.
profileld Profile ID that was AN Required
registered with UMP
application.
profileName Profile Name 5-100 AN Required
profileDescription Profile Description 5-250 AN Required

Table 18 addressType Object
Field Name Field Description Field Length/ Required/Optional
Data Type
addressLine1 First line of merchant 60AN Required
street address.
addressLine2 Second line of merchant 60AN Optional
street address.
City Merchant City 25AN Required
State/Province Merchant State or AN Conditional (required
Province for USA and CA)
postalOrZipCode Merchant Postal or Zip 14AN Conditional (required
code for USA and CA)
Country Merchant Country N Required
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Table 19 ageType Object
Field Name Field Description Field Length/ Required/Optional
Data Type
years Number of years that N (Whole Not required for
the business has been numbers, no portfolios.
in operation. decimals,
between 0 and
255)
months Number of months that N (Whole Not required for
the business has been numbers, no portfolios.
in operation. decimals,
between 1 and
12)
Table 20 BusinessOwnershipType Object
Field Name Field Description Field Length/ Required/Optional
Data Type
ownerName Business owner name 40AN Not required for
portfolios.
ownerJobTitle Business owner job title 40AN Not required for

portfolios.
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APPENDIX

Codes

Response Status Codes

The table below contains specific response status codes and their descriptions.

Table 21 Response Status Codes

Message Description

Failed An error occurred while processing the request.

In Progress Request processing is in progress.

Partial Success Some of the merchants in the request were processed but others
had errors.

Pending The request is pending due to an issue and will continue after some
time.

Successful The request was successfully processed.

Error Codes

When failures occur during request processing, the response XML provides the
information necessary in order to explain the cause of the failure, including the error code
and error description.

An error code range is defined based on components like errors in the merchant
information, processor information, user details, product settings, and admin and contact
details. Each component maps to a different range of error codes.

System- and database-related errors are included in a different range.

Table 22  Error Code Ranges

Error Code Range Error Description
E1001 - E2000 Errors in the merchant information.
E2001 - E3000 Errors in the merchant contact and

administrator information.

Merchant Management Service Developer Guide | October 2019 40



Table 22 Error Code Ranges

Appendix A Codes

Error Code Range

Error Description

E3001 - E4000

Errors in the processor information.

E4001 - E5000

Errors in the product settings information.

E5001 - E6000

System and database errors.

Specific Error Codes and Descriptions

The table below contains specific error codes and their descriptions.

Table 23 Error Codes

Error Code Description

E1001 Merchant Name is required.

E1002 Merchant Name can accept alphanumeric characters, spaces, and some
special characters.

E1003 Merchant Name cannot exceed 25 characters.

E1004 Merchant Address is required.

E1005 Merchant Address can accept only alphanumeric characters and spaces.

E1006 Merchant Address cannot exceed 60 characters.

E1007 Merchant Address 2 can accept only alphanumeric characters and spaces.

E1008 Merchant Address 2 cannot exceed 60 characters.

E1009 Merchant City is required.

E1010 Merchant City can accept only alphanumeric characters and spaces.

E1011 Merchant City cannot exceed 13 characters.

E1012 Merchant State or Province can contain only alphanumeric characters.

E1013 Merchant State specified is not present in the allowed US states list.

E1014 Merchant Postal Code does not meet the postal code standard of the
specified country.

E1015 Merchant Country is required.

E1016 Merchant Country can contain only alphanumeric characters.

E1017 Merchant Country is three characters.

E1018 Merchant Country specified is not present in the allowed countries list.

E1019 Merchant Phone Number is required.

E1020 Merchant Phone Number does not meet the phone number standard.

E1021 Merchant email address is not in the correct format.

E1022 Merchant email address cannot exceed 30 characters.

E1023 Merchant Time Zone is required.

E1024 Merchant Time Zone is not present in the allowable time zone list.
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Table 23  Error Codes (Continued)

Codes

Error Code

Description

E1113

Merchant already exists.

E1026

Account ID <value> is already in use.

E1027

Merchant ID format is invalid: <value>

E1103

Merchant ID not found.

E1100

Merchant ID cannot be blank or Null.

E1029

Merchant is already activated.

E1030

Company configuration already exists for profile <value>.

E1031

Merchant mapping already exists for platform <value>.

E1032

Attempted to add a duplicate merchant profile using profileld <value>.

E1033

Merchant URL is invalid.

E1034

Merchant URL cannot exceed 13 characters.

E1090

Invalid merchant status.

E1091

Invalid transition of Merchant status from <value> to <value>.

E1095

System Error while performing update for merchant information.

E1038

Merchant ID is required.

E1101

Merchant ID cannot exceed 30 characters.

E1040

Merchant ID can contain only alphanumeric characters and underscores.

E1041

Merchant ID not found.

E1104

Boarding Request ID is required.

E1105

Boarding Request ID must be between eight and 36 characters.

E1107

Passphrase must be between 7 and 32 characters and cannot contain
spaces. Please re-enter.

E1108

Passphrase is required.

E1109

Organization ID is required.

E1110

Organization ID cannot be greater than 30 characters.

E1112

Organization ID not found.

E1044

Boarding Request ID can contain only alphanumeric characters and hyphen.

E2001

Contact First Name is required.

E2002

Contact First Name cannot exceed 50 characters.

E2003

Contact Last Name is required.

E2004

Contact Last Name must be between two and 50 characters.

E2005

Contact Email Address is required.

E2006

Contact Email Address is not in the correct format.

E2007

Contact Email cannot exceed 100 characters.

E2008

Contact Phone Number is required.
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Table 23  Error Codes (Continued)

Error Code

Description

E2009

Contact Phone Number does not meet the phone number standard.

E2010

Business information was not found for profile <value>.

E2011

Company configuration already exists for profile <value>.

E2012

System Error while performing update for contact information.

E2013

Business contact information is required.

E3001

<value> is not a valid attribute name for processor <value>.

E3002

<value> is not a valid processor name.

E3003

The processor type <value> is not a supported processor for the <value>
gateway platform.

E3004

The solution type <value> is not supported in this context.

E3005

Merchant ID <value> was not boarded with solution type <value>.

E3006

More than one active processor has been specified for merchant ID <value>.

E3007

<value> processor configuration already exists for profile <value>.

E3008

Processor configuration was not found for profile <value>.

E3009

Multiple configurations for processor <value> are not supported.

E3010

<value> is not a valid attribute name for a miscellaneous configuration item.

E3011

Invalid currency code.

E3012

Invalid payment type.

E3013

Processor Name is required.

E3014

Processor Name is not valid.

E3015

At least one merchant ID is required for a Visa payment type.

E3016

At least one merchant ID is required for a Visa payment type.

E3017

Merchant ID for <value> currency with payment type <value> should have a
minimum of 2 characters.

E3018

Merchant ID for <value> currency with payment type <value> cannot exceed
<value> characters.

E3019

Merchant ID for <value> currency with payment type <value> can contain only
alphanumeric characters.

E3020

Terminal ID for <value> currency with payment type <value> should have a
minimum of two characters.

E3021

Terminal ID for <value> currency with payment type <value> cannot exceed
<value> characters.

E3022

Terminal ID for <value> currency with payment type <value> can contain only
alphanumeric characters.

E3023

<value> is a required field.

E3024

Not a valid value for field <value>.

E3025

<value> can contain only numbers.
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Table 23  Error Codes (Continued)

Error Code

Description

E3026

<value> can contain only alphanumeric characters.

E3027

<value> cannot exceed 1 characters.

E3028

<value> should have a minimum of 1 character(s).

E3029

System Error while performing update for processor information.

E4001

Profile Name is required.

E4002

Profile Name cannot exceed 100 characters.

E4003

Profile Name does not exist.

E4004

Profile Description cannot exceed 250 characters.

E4005

System Error while performing update for products.

E5001

Database error updating <value> with <value>.

E5002

Account Boarding on Cybs failed for Profile ID <value> using Account ID
<value>.

E5003

Merchant Boarding on Cybs failed for Profile ID <value> using Merchant ID
<value>.

E5004

Merchant Activation on Cybs failed for Profile ID <value> using Merchant ID
<value>.

E5005

Generic System Error during merchant update.

E7001

Invalid request identifier in the URL. Verify and resubmit the request.

E7002

Request is being processed. Check back later.

E7003

Duplicate boarding request Id. Correct and submit the request again.

E7004

Request does not contain xml payload. Correct and submit the request again.

E7007

Request does not contain Processor Information. Please correct and submit
the request again.

E7008

Invalid Request. Either Processor Information or Skip Processor should be
sent in the request.

E3032

Skip Processor is not valid for merchant update.
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Test Integration with

APPENDIX

Merchant Management
Service

Step 1

Step 2
Step 3

Step 4
Step 5

Step 1

Step 2
Step 3

Client Code Implementation

Follow these steps to ensure that the client code is implemented correctly and will pass
Merchant Management Service API authentication.

Create the authentication keys as described in "Merchant Management Service API
Authentication," page 7.

Generate the header as described in the Developer Center Getting Started Guide.

Create an XML file with the merchant details. See Chapter 2, "Merchant Boarding
Request XML Example," on page 23 for an example.

Use the above file to create the ServiceRequest object.

Execute the client to send the request to: https://api.cybersource.com/merchant-mgmt/v2/

merchant-batch-jobs.

A success response should be returned. See Chapter 2, "Successful Service Response

Example," on page 26 for an example.

Merchant Management Service
API Call

Follow these steps to test the board merchant -Merchant Management Service API call.

Use the href value https://api.cybersource.com/merchant-mgmt/v2/merchant-batch-jobs/

{uuid} from the previous client code implementation test successful response.
Use the above URL to form the ServiceRequest object.

Execute the client and send the request. (Header holds the authentication information.)

A success response should be returned. See Chapter 2, "Service Response Example," on

page 28 for an example.
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